K-12 Cyber Awareness
Month 2024

Guide for School Boards on the K-12 Cyber
Awareness Month (CAM) 2024 campaign

October 1st - 31st, 2024

RESOURCES IN 2024:

1 /DIGITAL  YEAR
& HEROE ROUND
P, | {ME} RESOURCES
K-8 Cyber 9-12 Cyber Year-round
Awareness Month Awareness Month resources — all ages
FOLLOW THE CYBER AWARENESS MONTH SOCIAL n X
MEDIA CHANNELS, AND SHARE THE CONTENT!

Funded by:

Rl“lo Ontario @

Technology Leadership for
Ontario’s School Boards For more information: www.ecno.org/cyber-awareness
© King's Printer for Ontario, 2023



http://www.ecno.org/cyber-awareness/
https://www.facebook.com/people/K-12-Cyber-Awareness-Month/61564003141661/
https://www.instagram.com/k12cyberawarenessmonth/
https://x.com/i/flow/login?redirect_after_login=%2FK12CAM

Overview

Since 2020, ECNO, school boards, and the Ministry of Education have partnered to develop a K-12 cyber
awareness campaign for English and French language school boards in Ontario.

The primary goal of the campaign is to help boards promote increased awareness of online risks and
encourage safer and more secure practices across their school communities when using digital
technologies and the internet, as well as encourage safe online practices at home.

The purpose of this document is to provide school boards with an overview of the 2024 K-12 Cyber
Awareness Month (CAM) campaign and associated resources. The campaign resources are packaged
for boards to use as-is, or tailor it to meet specific board internal cyber awareness needs. Each board
can choose to direct their audience to the main K-12 CAM campaign webpage or create their own
branded landing page with links to campaign resources.

Ready-made content

School boards can choose to use the K-12 Cyber Awareness Month campaign as defined; it is ready
for use as a “campaign-in-a-box” for both elementary and secondary classes. School boards can also
choose to tailor it to align with specific board needs and cyber awareness plans.

Boards may also want to supplement the campaign materials with board-specific information such as
policies, processes and procedures as a reminder to school commmunities.

Boards can also find information about other cyber awareness campaigns such as the Ontario Cyber
Security Division's Cyber Security Awareness Month and the_Get Cyber Safe Cyber Security Awareness
Month, and may wish to leverage resources from those campaigns as well. Additionally, a new

K-12 Zone has been created by the Ontario Cyber Security Division with additional resources
specifically aimed at K-12 audiences. T he K-12 Zone is updated this year to include additional
resources. All the latest information can be found on the K-12 Zone site.

All boards are encouraged to review the myriad cyber awareness resources available to them and
determine what works best for their own cyber awareness campaign needs.

Why is this work so important?

Over the past decade, we have seen the adoption of digital technologies and the Internet at an
unprecedented pace, affecting every aspect of our lives including work, education and staying
connected. More recently Artificial Intelligence (Al), especially Generative Al, has further influenced
our relationship with technology. These evolving tools, communities and practices influence the way
we learn, work, create and innovate.
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The quick and vast adoption of digital technology has increased cyber risks and online threats, as
evidenced in the media and through various warnings issued by industry and government entities.
Cybercriminals have taken advantage of this exponential increase in internet usage and continue to
look for new ways to exploit users, irrespective of age.

By adopting safe and secure practices you are not only protecting yourself, but also reducing the
likelihood of cyber-attacks against all members of the school community and within your household.
Collectively, we can make our online and virtual lives safer for everyone by developing and maintaining
personal safe online habits.

The K-12 Cyber Awareness Month campaign has been developed to promote best practices in cyber
safety, cyber security and online privacy in the K-12 sector. It is an adaptation - tailored for the K-12
environment - of the internationally recognized October Cyber Security Awareness Month which is
often mentioned in the media.

Actions we can take together to be cyber heroes

The resources in this campaign offer helpful information, reminders and tools so that
staff, educators, school leaders, students and parents/guardians can become more
cyber aware and vigilant by:

Using the internet and digital technology for good, spreading positivity and respect.
Using Al safely and responsibly and being aware of its risks.

Watching for and reporting questionable activities such as phishing, misinformation,
and scams.

Standing up for themselves and others when inappropriate online behaviour
is noticed.

Keeping personal or sensitive information to themselves and continuously being
thoughtful about which information to share online and with whom.

Sharing and promoting what they learn about safe and secure practices with friends
and loved ones.
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K-8 Cyber Awareness Month

The Cyber Heroes Unite theme is a campaign specifically aimed
at K-8 students. It is a call to action for everyone to be vigilant in
our commitment to online safety, privacy, and responsible use
of digital technology whether in class or at home.

Each week in October promotes specific topics:
Week 1- Cyber Essentials, covering the basics
Week 2 - Building awareness of the risks of Artificial Intelligence
Week 3 - Navigating our connected worlds such as social media and gaming
Week 4 - The importance of digital wellness

Resources:

Videos (12)
Each weekly theme introduces three videos, which use child-friendly characters to tell a story that
reinforces a particular message. Transcripts are also available.

Keeping your
evices Secure

with Kaya and Jake

LIS

Posters (15)

A total of 15 colourful posters can be placed in classrooms or commmon areas to reinforce the key
messages of the campaign. Poster graphics can also be used on social media, in newsletters, printed
as postcards or even printed on t-shirts! Black and white versions are also available.
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Kahoot games

Do Not Share your password with others.
Sharing passwords could cause:

NN W rrm [ i —
* Loss of DwnershiF - You could lose your account |
» Your account could be used for phishing - Used for stealing friends |

username/password
= Unwanted privacy breaches - Others could see your personal information

Teacher lesson plans and in-class exercises
Created by educators, several classroom exercises, games and lessons are also available to make it
easier for teachers to introduce cyber awareness into classroom discussions and activities.

e ‘8 Keeping your
E ¥ evices Secure

‘with Kaya and Jake
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Infosheets
See page 8 to learn more about informative infosheets that you can also integrate into your in-class
experience.

Additional resources

Links to other online resources providing useful information about cyber safety and security are also
available on each weekly theme's web page.
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9-12 Cyber Awareness Month

The Digital Me materials encourage youth in Grades 9-12 to take control of their digital knowledge
and online presence, and to make informed choices concerning their digital identity and technology
use. It includes useful information, tips and resources. It is a call to action for everyone to be vigilant
in our commitment to online safety, privacy, and responsible use of digital technology whether in
class or at home.

The Digital Me portal contains resources in four themes:
- Theme 1-Cyber Essentials DIGI I AL

Theme 2 - Artificial Intelligence and You
Theme 3 - Your Online Community ME
Theme 4 - Digital Wellbeing

Resources:

Videos (12)

Each weekly theme introduces three videos which tell a story that reinforces a particular message.
Transcripts are also available.

DENTITY THEFT
AND TEENS

Al: FALSE THE DANGERS
INFORMATION OF PHISHING
AND LEARNING SCAMS

[t e gL

Posters (12)

These captivating posters can be placed in classrooms or common areas to reinforce the key
messages of the campaign. Poster graphics can also be used on social media, in newsletters, printed
as postcards or even printed on t-shirts! Black and white versions are also available.
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Teacher lesson plans and in-class exercises

Created by educators, several classroom exercises, games
and lessons are also available to make it easier for teachers
to introduce cyber awareness into classroom discussions
and activities.

Infosheets
See page 8 to learn more about informative infosheets

that you can also integrate into your in-class experience.

Additional resources

/IDENTITY THEFT
£AND TEENS

/DIGITAL {ME}

Links to other online resources, providing useful information about cyber safety and security are also

available on each weekly theme page.

Year-Round Resources

Cyber Awareness Infosheets

A series of 12 detailed Infosheets provide additional information and
context for in-class discussion or as a resource to send home.

Topics:

Cyber Hygiene

Cyber Scams and Phishing

Being Kind Online

Keep your Information Private

Online Grooming and Luring

Back Up your Data

Safe Gaming and the Metaverse

Digital Wellness

Social Media

10. Summer Cleanup

1. Connected Homes

12. Understanding Artificial _— .
Intelligence )

Summer Cleanup

Refreshing your digital space
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Cyber Scams and Phishing: Digital Wellness
Don't be a victim! Using

technology in a healthy way
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Events Calendar

Sometimes a themed day such as “World Mental Health Day” can be a useful prompt for more
discussion about cyber awareness. Use our handy events calendar to help guide focused discussions.

Other Awareness Campaigns

In addition to the K-12 CAM campaign described in this document, school boards may also wish to
explore the following awareness campaigns from the Ontario Cyber Security Division (CSD) and
Get Cyber Safe, a national public awareness campaign provided by the Government of Canada:

Ontario’s Cyber Security Division (CSD) - Throughout the month of October, CSD will share with
the Broader Public Sector (BPS) — campaign information, interactive games, videos and articles
through the Cyber Security Ontario website. BPS organizations, including school boards, will be able
to leverage the resources within their organization. In addition to the CSD campaign, a new K-12 Zone
is available specifically for schools. It contains videos, games, articles, and quizzes specifically geared
towards students, parents, and educators. The K-12 Zone is open to the public (no registration or login
needed). Free user registration is required to access the CSD campaign.

Get Cyber Safe, Government of Canada - The Get Cyber Safe Cyber Security Awareness Month
website provides additional useful themes and materials. For more information refer to the Get Cyber
Safe Cyber Security Awareness Month webpage.

Other Notable Resources

In addition to the muiltiple links to various resources shared throughout the campaigns, the IPC
(Information Privacy Commissioner of Ontario) has set a goal to champion the access and privacy
rights of Ontario’s children and youth. Schools, educators, children/youth, parents and commmunities
can find several practical privacy resources on their Resources for children and youth webpage.
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