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1- Slide =
Navigating a Connected World

Cyber Hero Essentials - Cyberheroes know the risks and use social media safely
and for good

2 - Slide
Protecting your personal information

—

With personal devices, smart devices and the internet becoming a routine, we
use them to work, learn, exercise, entertain ourselves and socialize, it is more
important than ever to protect our personal information and teach each other
healthy habits

3 - Quiz
What are social media privacy settings?

Controls that determine who can see your posts and personal information

Measures taken to prevent access to public libraries

v
The process of deleting social media accounts X

A way to enhance the popularity of your social media profile


https://create.kahoot.it/
https://create.kahoot.it/discover
https://create.kahoot.it/my-library/kahoots/all
https://create.kahoot.it/user-reports
https://create.kahoot.it/groups
https://create.kahoot.it/hub/marketplace

4 - Slide
Controls that determine who can see your posts and personal
information

Check privacy settings often and minimize what can be viewed by others.

5 -Slide
There's probably more information about you online then you are
aware of. Examples include:

e Full name

Birthday

Phone Number
Work History
Pictures / Locations

6 - Quiz
What should you never share online (Select two)
30 sec
Last nights dinner X

Your Password

Cat pictures

u Social Insurance Number (SIN)

7 - Slide
You should only share your SIN with your employer and never
online via email

8 - Slide
Tips for Staying Safe on Social Media

Manage your account: Customize your privacy settings

Consider the content: Think before posting and respect others privacy

To avoid fruad, theft and scams: Be suspicious

Don't leave accounts open: Log off when done or delete account not in use



9 - Quiz

Which of the following is NOT a good practice on social media? 30
sec

n Engaging in positive conversations X
n Oversharing personal and private information

Verifying news sources before sharing

X X L

u Regularly updating privacy settings

10 - Slide

Never overshare your own personal and private information or that
of friends and family members

1 - Slide

Doxing, short for "document tracing" the malicious practice of
researching and publicly disclosing private information

Doxing is often done with the intent to harass, intimidate, or harm the targeted
individual. It can have severe consequences, including online harassment,
identity theft, physical harm, or damage to one's reputation and personal life.

12 - Quiz
What risk might "Doxing" pose to an individual?

n It changes their online profile picture X
n It involves publicly releasing private information about someone v
It automatically signs them up for newsletters X

u It boosts their online followers

13 - Slide

Common sources of information for doxing include social media
profiles, public records, online directories, public info

Doxing is not only unethical but also illegal in many jurisdictions as it violates
privacy and can lead to serious harm



14 - Slide

Dangers of the Metaverse and how to protect yourself T R

People aren’t always who they say they are. An avatar can be anyone. Adults may
pose as teens and lure you into private areas showing you graphic, inappropriate
content. Approach others online with caution.

15 - True or false

An avatar can be anyone online?

n True v
n False

16 - Slide :t

That's Right! An avatar can be anyone

Follow people who inspire you, encourage positivity and happiness or those you
could learn from! Learn to filter content that does not help your overall well-
being.

17 - Slide
To learn more visit https:/ECNO.ORG/CYBERAWARENESS




