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Overview

Since 2020, ECNO (Education Collaborative Computing Network of Ontario), school
boards and the Ministry of Education have partnered to develop a K-12 cyber awareness
campaign for English- and French- language school boards in Ontario.

The primary goal of the campaign is to help boards promote safer and more secure
practices across their school communities when using digital technologies and the internet
and encourage safe online practices at home.

The purpose of this document is to provide school boards with an overview of the 2023 K-
12 Cyber Awareness Month (CAM) campaign and associated resources. The 2023
October campaign is packaged for boards to use as-is or tailor it to meet specific board
internal cyber awareness needs.

Each board can choose to direct their audience to the main K-12 CAM campaign webpage
or create their own branded landing page with links to campaign resources. Boards can
also find information about other cyber awareness campaigns such as the Ontario Cyber
Security Division’s Cyber Security Awareness Month and the Get Cyber Safe Cyber
Security Awareness Month, and may wish to leverage resources from those campaigns as
well. This year, a new K-12 Zone has been created by the Ontario Cyber Security Division
with additional resources specifically aimed at K-12.

All boards are encouraged to review the myriad of cyber awareness resources available to
them and determine what works best for their own cyber awareness campaign needs.
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http://www.ecno.org/cyber-awareness
https://cybersecurityontario.ca/csam
https://cybersecurityontario.ca/csam
https://www.getcybersafe.gc.ca/en/cyber-security-awareness-month
https://www.getcybersafe.gc.ca/en/cyber-security-awareness-month
https://cybersecurityontario.ca/k-12

Introduction

During the past few years, we have seen the adoption of digital solutions and the internet
at an unprecedented pace in every aspect of our lives - for work, education and staying
connected with friends and loved ones. Between late last year and this year artificial
intelligence (Al) has made remarkable strides, influencing the way we learn, work, create
and innovate, especially with the expanding availability of generative Al tools.

The use of digital technology is now common practice in our day-to-day lives; this is true
for all ages, young and old. The emergence of generative Al is highlighting the need to
continually learn about evolving technologies and their cyber risks and best practices to
mitigate them.

The quick and vast adoption of digital technology including Al has increased cyber risks
and online threats, as evidenced in the media and through various warnings issued by
industry and government entities. Cybercriminals have taken advantage of this exponential
increase in internet usage and continue to look for new ways to exploit users, irrespective
of age.

We can all do our part to increase awareness related to cyber security, cyber safety, and
online privacy, and in turn remediate cyber actions that can cause harm. Learning to be
cyber safe, secure and responsible is essential to making our online experience more
secure, fun and rewarding.

By adopting safe and secure practices you are not only protecting yourself, but also
reducing the likelihood of cyber-attacks against all members of the school community.
Collectively, we can make our online and virtual lives safer for everyone by developing and
maintaining personal safe online habits.

The K-12 Cyber Awareness Month (CAM) campaign has been developed to promote
best practices in cyber safety, cyber security, and online privacy in the K-12 sector. The
campaign is in its fourth year! It is an adaptation — tailored for the K-12 environment — of
the internationally recognized October Cyber Security Awareness Month which is often
mentioned in the media.
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Theme

The theme of the K-12 CAM 2023 campaign is:

“Together We Rise: Cyber Heroes Unite for Online Safety!”

The theme is a call to action for everyone to be vigilant in our commitment to online safety,
privacy, and responsible use of digital technology whether in class or at home. Staff,
educators, school leaders and students of all ages can become cyberheroes by:

Using the internet and digital technology for good, spreading positivity and respect.
Using Al safely and responsibly and being aware of its risks.

Watching out for and reporting questionable activities such as phishing and scams —
letting others know so they don't fall prey to the same phishing attempts and scams.
Standing up for themselves and others when hurtful or inappropriate online behaviour
is noticed.

Keeping personal or sensitive information to themselves and continuously being
thoughtful about which information to share online and with whom.

Acting as a school and board cyber ally —i.e., helping the board’s IT and security
team(s) by being the first line of defense in thwarting cyberattacks, being vigilant and
doing their part in keeping board systems and information safe and secure.

Sharing and promoting what they learn about safe and secure practices with friends
and loved ones.

Each week in October promotes specific topics.

Week 1 focuses on cyber essentials — the basics of maintaining a safe digital
identity.

Week 2 focuses on building awareness of the risks of Artificial Intelligence and best
practices to consider.

Week 3 is about navigating our connected worlds such as social media and
gaming.

Week 4 focuses on the importance of digital wellness, as we sometimes lose sight
of the fact that we may be spending too much time online.

Week 5 will recap key themes presented during the month.

Every week will include different resources such as videos, posters, games, and a curated
list of resources from other reputable sources.

Below are details for each of the weeks.
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WEEK 1: Cyber Essentials

Visit online at www.ecno.org/cyber-awareness/week-1-2023

What’s on your cyberhero toolbelt? Get to know the basics of setting a secure starting
point for your digital identity and online participation.

Things like managing your accounts and passwords, securing your personal information,
and adopting multi-factor authentication are great ways to set a first line of defence against
potential online trouble.

By being thoughtful about what information is shared online and with whom, Cyberheroes
can successfully use the internet and digital technology for good, spreading positivity and
respect — a true kryptonite to the virtual bad guys!

Watch and share the week 1 videos

Defending Against

Keeping your ?on"ne Phishing P Online Safety

gDevices Secure

‘i with Kaya and Jake \is '

Basics

with Priya and Ben

Scams

with Trevor and Max
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(To view transcripts, visit the website.)

Download and use these handy posters. School boards may choose to use these as
digital resources and/or print and use them in schools. The posters are also available in
black and white if colour printing is not available.
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Your phone might be
waterproof, Stealing your dough? Make sure your devices
but it's not leak-proof. Piece of cak are safe and secure.

Open black and white versions that use less ink.
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http://www.ecno.org/cyber-awareness/week-1-2023
https://www.ecno.org/cyber-awareness/descriptive-video-transcripts/#w1v1
https://cam.abclmnop.dev/wp-content/uploads/2023/09/ECNO-Cyber-Posters-BW-E-SB-Week-1.pdf
https://vimeo.com/865994839
https://vimeo.com/865994875
https://vimeo.com/865994917
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-1-1-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-1-2-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-1-3-s.pdf

Click to access Kahoot games for week 1

Cyber Foundations & Basics - Elementary Students Download PDF version

Cyber Foundations & Basics - Secondary Students Download PDF version

Download the social media share kit.

Learn more with these resources:

e Get to know the online safety basics for kids

e A more secure way to protect private data: Multi-factor Authentication

e Using strong passwords or passphrases and a password manager to keep track of
it all

e If unsure, check how secure is your password

e Protecting your devices with antimalware and keeping software up to date

e Adjusting privacy settings on devices and apps
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https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688253530
https://drive.google.com/file/d/1ET2Iu7q9qKmtS4eNv6HB_B0Dws0hpqw9/view
https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688390533
https://drive.google.com/file/d/1Hi5rZ9PTj8TPS06FzjulA6UfnSFXSfmY/view
https://ecno.org/wp-content/uploads/2023/09/WEEK-1-Toolkit-E.pdf
https://www.telus.com/en/wise/resources/content/article/teaching-kids-the-basics-of-online-safety
https://www.getcybersafe.gc.ca/en/resources/multi-factor-authentication
https://www.getcybersafe.gc.ca/en/secure-your-accounts/passphrases-passwords-and-pins
https://www.getcybersafe.gc.ca/en/secure-your-accounts/password-managers
https://nordpass.com/secure-password/
https://www.getcybersafe.gc.ca/en/resources/fact-sheet-software-updates
https://www.priv.gc.ca/en/privacy-topics/technology/online-privacy-tracking-cookies/online-privacy/video_set/

WEEK 2: The Future is Here

Visit online at www.ecno.org/cyber-awareness/week-2-2023

We are all hearing of the rapid technological advancements in Artificial Intelligence (Al).
Are you using generative Al tools or considering them?

Get to know the risks and considerations for using Al safely and responsibly. Foster
discussions amongst your peers and in your community for what are acceptable,
responsible and safe practices as Al tools continue to evolve.

Potential concerns with using Generative Al tools include misinformation, bias,
overreliance, skewed understanding, lack of transparency, privacy concerns and more.
There are recommended best practices to mitigate and counter some of those risks. Learn
more about them this week.

Watch and share the week 2 videos

Protecting

Learning Navigating Al in e

" Where to Draw Today's Cyber

{ Al Threats

with Mia and Shauna

the Al Line Q

with Laurel and Ben
5

(To view transcripts, visit the website.)

Download and use the Artificial Intelligence Infosheet

Download and use these handy posters. School boards may choose to use these as
digital resources and/or print and use them in schools. The posters are also available in
black and white if colour printing is not available.

ALl Nailed it...
or maybe Not!

Open black and white versions that use less ink.
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http://www.ecno.org/cyber-awareness/week-2-2023
https://cam.abclmnop.dev/cyber-awareness/descriptive-video-transcripts/#w2v1
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Info-Sheets-23-E-AI-s.pdf
https://cam.abclmnop.dev/wp-content/uploads/2023/09/ECNO-Cyber-Posters-BW-E-SB-Week-2.pdf
https://vimeo.com/865994951
https://vimeo.com/865994988
https://vimeo.com/865995027
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-2-1-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-2-2-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-2-3-s.pdf

Click to access Kahoot games for week 2

Al (The Future is Near/Here) - Elementary Students

Download PDF version

Al (The Future is Near/Here) - Secondary Students

Download PDF version

Download the social media share Kkit.
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https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688298580
https://drive.google.com/file/d/1Xl3tf0sgniesUA1C5MEkSZWVHhut_So1/view?usp=sharing
https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688417577
https://drive.google.com/file/d/1hfP3XdkUx37aQEVCmHTD_fst62JuCJNH/view
https://ecno.org/wp-content/uploads/2023/09/WEEK-2-Toolkit-E.pdf

WEEK 3: Navigating a Connected World

Visit online at www.ecno.org/cyber-awareness/week-3-2023

Social media and online gaming provide fun ways to stay connected and interact with
friends and family. As a major part of our cyberheroes’ lives, knowing how to navigate the
metaverse safely, respectfully and responsibly is essential.

Even the strongest heroes don’t always know who'’s on the other side of the screen, so
navigating the connected world is a battle. Defend yourself! Cyberheroes are aware of
threats around them, knowing not to stand for villainous behaviour, abusive or threatening
language, or letting strangers into their networks.

Watch and share the week 3 videos

Conquering Curating a Safe

Shielding Against
Gaming Cyber and Kind Social

Social Media Cyber

Threats ? Media Feed

Threats
with Jake ‘g‘ - : Whh Brys snd Laurel with Kaya \.@
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(To view transcripts, visit the website.)

Download and use these handy posters. School boards may choose to use these as
digital resources and/or print and use them in schools. The posters are also available in
black and white if colour printing is not available.

@

alzd/ -

otT ?nline safety Want your reputation

Open black and white versions that use less ink.

K-12 Cyber Awareness Month 2023



http://www.ecno.org/cyber-awareness/week-3-2023
https://cam.abclmnop.dev/cyber-awareness/descriptive-video-transcripts/#w3v1
https://cam.abclmnop.dev/wp-content/uploads/2023/09/ECNO-Cyber-Posters-BW-E-SB-Week-3.pdf
https://vimeo.com/865995065
https://vimeo.com/865994650
https://vimeo.com/865994714
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-3-1-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-3-2-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-3-3-s.pdf

Click to access Kahoot games for week 3

Navigating a Connected World - Elementary Students Download PDF version

Navigating a Connected World - Secondary Students Download PDF version

Download the social media share Kkit.

Learn more with these resources:

How Will You Know If Your Child Is Being Bullied Online?
Knowing how to use social media safely

Learning to spot a cyber threat on social media

Staying cyber secure while playing video games

Recognizing the risks of the metaverse and how to reduce them
Social media — What parents should know

Learn about the good and concerns of video games

Your connected life: A Teen’s Guide to Life Online
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https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688327803
https://drive.google.com/file/d/1vfvvb0stp0mMDCCC2_IL7C469dHRLilL/view
https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688452748
https://drive.google.com/file/d/17k9HLtzYGy91mALS50stH_wz9MhCrsUl/view
https://ecno.org/wp-content/uploads/2023/09/WEEK-3-Toolkit-E.pdf
https://www.canada.ca/en/public-safety-canada/campaigns/cyberbullying/cyberbullying-youth.html
https://www.getcybersafe.gc.ca/en/secure-your-accounts/social-media
https://www.getcybersafe.gc.ca/en/blogs/spot-cyber-threat-social-media
https://www.getcybersafe.gc.ca/en/secure-your-devices/gaming-systems
https://protectchildren.ca/en/press-and-media/news-releases/2022/metaverse
https://caringforkids.cps.ca/handouts/behavior-and-development/social_media
https://mediasmarts.ca/digital-media-literacy/general-information/video-games
https://mediasmarts.ca/teacher-resources/your-connected-life-teen%E2%80%99s-guide-life-online

WEEK 4: My Digital Life and Wellbeing

Visit online at www.ecno.org/cyber-awareness/week-4-2023

The strongest power of any cyberhero is knowing their limits. Taking care of personal
wellbeing by knowing to rest, pause, and when to set boundaries in their use of digital
technology and the internet is an essential part everyday life.

By educating and encouraging ourselves to moderate our own use of digital technology,
we reinforce our power as cyberheroes over potential threats. This includes implementing
screen time limits, and muting notifications on mobile devices to prevent constant
interruptions and knowing when to log off to maintain healthy habits with physical activity,
nutrition, and sleep.

Watch and share the week 5 videos

Powering Down
and Living

Empowering Mental
Health in the Social Outside your

Media Age - ¢ | Devices

with Jenna

Protecting Self-Esteem

in a Digital Age @
with Mia and Devon - "L

e

(To view transcripts, visit the website.)

Download and use these handy posters. School boards may choose to use these as
digital resources and/or print and use them in schools. The posters are also available in
black and white if colour printing is not available.

o~

Catch zz2's and rays,
not viruses

Open black and white versions that use less ink.
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http://www.ecno.org/cyber-awareness/week-4-2023
https://cam.abclmnop.dev/cyber-awareness/descriptive-video-transcripts/#w4v1
https://cam.abclmnop.dev/wp-content/uploads/2023/09/ECNO-Cyber-Posters-BW-E-SB-Week-4.pdf
https://vimeo.com/865994741
https://vimeo.com/865994783
https://vimeo.com/865994811
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-4-1-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-4-2-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-4-3-s.pdf

Click to access Kahoot games for week 4

My Digital Life and Wellbeing - Elementary Students Download PDF version

My Digital Life and Wellbeing - Secondary Students Download PDF version

Download the social media share Kkit.

Learn more with these resources:

How healthy is your relationship with technology? — Quiz

Student Mental Health Toolkit

Screen time and well-being

Building healthy habits and staying safe online

Seeking help for mental health
Helping kids manage digital technology

Sexting and sextortion

K-12 Cyber Awareness Month 2023



https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688360244
https://drive.google.com/file/d/19v0rkxggPva5x3wRoEoCm0fZt7sNy3zb/view
https://kahoot.it/challenge/e7c6a77d-1213-4fdf-af44-03ff2d07ea16_1695688482676
https://drive.google.com/file/d/1MxDjQq9WwN2pmIQIfbMrJMZtohWee2vL/view
https://ecno.org/wp-content/uploads/2023/09/WEEK-4-Toolkit-E.pdf
https://www.telus.com/en/wise/youth/digital-wellness-quiz
https://studentmentalhealthtoolkit.com/
https://mediasmarts.ca/sites/default/files/tip-sheet/telus-wise_screentime-and-wellbeing-factsheet.pdf
https://families.google/topics/family-wellbeing/
https://kidshelpphone.ca/need-help-now-text-us/
https://smho-smso.ca/wp-content/uploads/2021/08/Info-sheet-helping-your-child-manage-digital-technology.pdf
https://www.canada.ca/en/public-safety-canada/campaigns/cyberbullying/help-protect-your-child-from-cyberbullying/additional-cyberbullying-resources-parents/fact-sheet-for-ages-16-17-about-sexting-sextortion.html

WEEK 5: Revisiting Key Themes

Visit online at www.ecno.org/cyber-awareness/week-5-2023

October has 5 Mondays in 2023, providing an additional opportunity during the week of
October 30" to encourage awareness and conversations to promote vigilance in our quest
for safe and responsible online habits.

Educators are encouraged to revisit the major themes that arose during the month.

e Which areas of cyber awareness prompted the most discussion?
e Which topics were understood the least?
e Which points did students feel were most important for them to be cyberheroes?

In addition, three new posters are available for download and use in the classroom and to
post around the school.

You're a smart cookie.

Don't get burned.

s quection the urgency of s meesage

Open black and white versions that use less ink.
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http://www.ecno.org/cyber-awareness/week-5-2023
https://cam.abclmnop.dev/wp-content/uploads/2023/09/ECNO-Cyber-Posters-BW-E-SB-Week-5.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-5-1-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-5-2-s.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Posters-E-Week-5-3-s.pdf

Cyber Awareness Calendar and Infosheets

Visit online at https://ecno.org/cyber-awareness-calendar

We’re encouraging cyber awareness throughout the year! Use our interactive calendar,
monthly themes and infosheets to incorporate cyber safety into your classroom, office, or
even your home.

We can all do our part to increase awareness related to cyber security, cyber safety, and
online privacy, and in turn, remediate cyber actions that can cause harm. Learning to be
cyber safe and secure is essential to making our online experience more secure, fun, and
rewarding.

By adopting safe and secure practices you are not
only protecting yourself, but also reducing the
likelihood of cyber-attacks against all members of
the school community.

Collectively, we can make our online and virtual
lives safer for everyone by developing and
maintaining personal safe online habits.

Encouraging Cyber Awareness

Download calendar SreiidRoit the year

Ontario %
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https://ecno.org/cyber-awareness-calendar/
https://ecno.org/cyber-awareness-calendar/?month=10&yr=2023
https://cam.abclmnop.dev/wp-content/uploads/2023/09/ECNO-CAM-Info-Sheets-23-E-Sept1423.pdf
https://ecno.org/wp-content/uploads/2023/09/ECNO-CAM-Cal-InfoSheets-E-s.pdf

Adopting or Tailoring the Campaign

School boards can choose to use the K-12 CAM campaign as defined; it is ready for use
as a “campaign-in-a-box”. School boards can also choose to tailor it to align with specific
board needs and cyber awareness plans.

Boards may also want to supplement the campaign information with board-specific
information such as policies, processes and procedures as a reminder to school
communities.

Communication and Engagement Strategies

The K-12 CAM campaign is for board staff, educators, students, and parents. Everyone
can benefit from increased awareness of online risks, threats, and measures to protect
themselves.

Many of the topics and tips are universal to all audiences and can apply both in school and
at home. Some of the resources and associated messaging may be better for a younger
audience and others for an older audience.

Communicating the campaign information and resources to your staff, educators,
students, and parents is key to the success of achieving awareness outcomes of this
campaign. School boards are encouraged to involve their communications
officer/department and support their awareness of the campaign theme, the focus for each
week, and associated topics.

Boards should strategize with their communications department on how the campaign will
be communicated to the target audience and what channels will be used. Examples of
communication and engagement channels include:

e promoting on the school and board’s website, intranet or social media channels
e distributing posters and printouts
e sending emails to staff, teachers, and students

e involving Technology Enabled Learning and Teaching Contacts and promoting
classroom discussions around the different topics

e involving parent councils
e posting on your board’s Virtual Learning Environment

For greatest attention and impact, keep the communication succinct and catchy!
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Other Awareness Campaigns

In addition to the K-12 CAM campaign described in this document, school boards may
also wish to explore the following awareness campaigns from the Ontario Cyber Security
Division (CSD) and Get Cyber Safe, a national public awareness campaign provided by
the Government of Canada.

Ontario’s Cyber Security Division (CSD)

The theme for this year's CSD campaign is “Halt the Hack!” with a different mission every
week focusing on different cyber security topics. Throughout the month of October, CSD
will share with the Broader Public Sector (BPS) — campaign information, interactive
games, videos and articles through the Cyber Security Ontario website. BPS
organizations, including school boards, will be able to leverage the resources within their
organization. In addition to the CSD campaign, a
new K-12 Zone is also being made available
specifically for schools. It will contain videos,
games, articles, and quizzes specifically geared
towards students, parents, and educators.

Cyber Security Ontario

The K-12 Zone is open to the public (no
registration or login needed). Free user
registration is required to access the CSD
campaign.

Get Cyber Safe, Government of Canada

This year, the Get Cyber Safe Cyber Security Awareness Month theme is “Step up your
cyber fitness” covering the following weekly themes:

Week 1: Warmup week

Week 2: Account workout
Week 3: Learning self -defence
Week 4: Maintaining muscle
Week 5: Strength in numbers

O 0 O O O

For more information refer to the Get Cyber Safe Cyber Security Awareness Month
webpage.
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https://cybersecurityontario.ca/
http://www.cybersecurityontario.ca/k-12
https://www.getcybersafe.gc.ca/en/cyber-security-awareness-month

